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Statement of compliance for the Cybersecurity Label
Structure and directions

The goal of this form is to provide information on the security of an IoT prod-
uct to NCSC-FI as well as technically inclined users. The form is published as
a part of a consumer material kit when a label is granted.

Chapter 1 lists general information of the IoT product and the surrounding
ecosystem such as mobile applications and cloud services provided by the
vendor or third parties. The sections of chapter 2 list security threats that
are relevant to consumers as well as security requirements that, when met,
mitigate these threats. Where possible, the requirements are accompanied
by tables that may be used as part of the response. Some descriptive texts
for describing the security posture of the product are suggested.

The ETSI references within the text are related to provisions in the standard
ETSI TS 303 645 "CYBER; Cyber Security for Consumer Internet of Things". The
final draft (v2.1.0, 2020-04) is available at https://www.etsi.org/de
liver/etsi en/303600 303699/303645/02.01.00 30/en 303645v020100v.pdf

Contact information

Company name: Ruuvi Innovations Ltd
Business ID: 2749943-8

Contact person: Otso Jousimaa
Email: security@ruuvi.com

Telephone number:

Send your application to cybersecuritylabel@traficom.fi


mailto:cybersecuritylabel@traficom.fi
https://www.etsi.org/de

2 (9)

TrRATICCM

Finnish Transport and Communications Agency

1 Product description

Describe the product or product family (the "Product") under application,
along with ecosystem provided by the vendor or third parties (the "Service")
that is relevant for core functionalities of the Product.

Ruuvi Sensors are devices for measuring the environment of users. Currently
Sensors can measure temperature, humidity, air pressure and movement. Sensors
communicate with a short-range radio, Bluetooth Low Energy.

Ruuvi Gateway is a device for listenining into Ruuvi Sensors and delivering their
data into Ruuvi Cloud service.

Ruuvi Station mobile app and website are used to view data of Ruuvi Sensors, both
locallv aver Rliletooth and remaotelv over the Internet / Riunivi Clond.

1.1 Support period

The manufacturer shall publish, in an accessible way that is clear and trans-
parent to the user, the defined support period (ETSI 5.3-13). Specify the
support period and describe how the information can be accessed.

Current products are supported at least until the end of year 2025.
Lifecycle promises are available at https://ruuvi.com/terms/lifecycle-promises/.

1.2 Security guidance

The manufacturer should provide users with guidance on how to securely set
up their device (ETSI 5.12-2). Specify where the security guidance is avail-
able in Finnish.

Ruuvi sensors, Ruuvi Station App and Ruuvi Cloud account do not have a need
for configuration for secure set up. Ruuvi Gateway is secure by default, and the
configuration guide is available in Finnish as a part of setup process.
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1.3 Other certifications

Specify other certifications are requirements the product fulfills. As an ex-
ample, the product has a CE marking and/or FCC label; the product is has
certification X (e.g. the UK security label, provide link); the service compo-
nents of the product have been verified by Y (provide link); have certification
Z (e.g. the STAR certification from the Cloud Security Alliance, provide link).

Ruuvi Sensors and Gateway fill CE and FCC requirements. Ruuvi Sensors have
additional country- and use-case specific certifications. All certifications are
available at https://github.com/ruuvi/certifications/

2 Protections against common IoT threats

The Product has protections for common IoT threats as described by the
following sections.

2.1 Weak, Guessable, or Hardcoded Passwords

Requirement regarding passwords is as follows. State the compliancy for
each requirement using the checkboxes.
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Where passwords are used and in any state other 0 O 0O

than the factory default, all consumer IoT device
passwords shall be unique per device or defined by
the user (ETSI 5.1-1).
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Describe how the Product is protected against the threats caused by weak or
hardcoded passwords. As an example, if the threat is compensated by using
security controls beyond identification, or if user identification does not use
passwords, describe how the resulting security level is equal to using strong
and unique passwords.

Ruuvi Gateways use unique 64-bit passwords by default. Default passwords can
be changed by the user.

Ruuvi Sensors use unique, 64-bit passwords which are not configurable.
However devices can be accessed only in Bluetooth range, physical proximity is
required.

Ruuvi Cloud uses strong random access tokens to authenticate users.

Use of Insecure or Outdated Components

Requirement regarding insecure or outdated components are as follows.
State the compliancy for each requirement using the checkboxes.
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When the device is not a constrained device, it shall 0 OO 0O
have an update mechanism for the secure installa-
tion of updates (ETSI 5.3-2).
An update shall be simple for the user to apply (ETSI O OO O
5.3-3).
Updates shall be timely (ETSI 5.3-8). 0 O 0O

The manufacturer should inform the user in a rec- L] OO O
ognizable and apparent manner that a security up-

date is required together with information on the

risks mitigated by that update (ETSI 5.3-11).

The manufacturer shall make a vulnerability disclo- O O O
sure policy publicly available (ETSI 5.2-1).

Manufacturers should continually monitor for, iden- O OO O
tify and rectify security vulnerabilities within prod-

ucts and services they sell, produce, have produced

and services they operate during the defined sup-

port period (ETSI 5.2-3).



5 (9)

TrRATICCM

Finnish Transport and Communications Agency

Describe how the Product and Service are protected against the threat of
insecure or outdated components. As an example, describe how vulnerability
follow-up is performed throughout the supply chain for all the components,
including operating systems, network services and software libraries. De-
scribe how timeliness, ease of installation, quality control and secure transfer
and installation is ensured in updates of the Product. Typical update cycles
range from 30 to 90 days, though this may vary greatly depending on the
nature of the product.

Source code is scanned monthly with OWASP Dependency check for vulnerable
components.

Ruuvi Cloud is updated directly on the backend, no user interaction is required.

Ruuvi Station app is updated through App Store (iOS) and Google Play
(Android).

Ruuvi Station app can suggest update for Ruuvi Sensors and guide user through
updating the products.

Ruuvi Gateway can automatically install updates in two weeks after update has
been published.

2.3 Insufficient Privacy Protection

Requirement regarding privacy protection is as follows. State the compliancy
for each requirement using the checkboxes.

Compliant
[J Not applicable
[1  Uncertain
L Not compliant

The manufacturer shall provide consumers with
clear and transparent information about what per-
sonal data is processed, how it is being used, by
whom, and for what purposes, for each device and
service. This also applies to third parties that can be
involved, including advertisers (ETSI 6.1).

]
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Describe how it is ensured that the handling and storage of personally iden-
tifiable information (PII) within the Product and the Service is performed in
a manner that is transparent to the user and limited to the extent necessary
for providing the functionality.

Ruuvi Privacy Policy is available at https://ruuvi.com/privacy/ and it lists data
collected per device and software.

You can describe the personally identifiable information (PII) in the following
table. Listing the PII will help in their evaluation.

PII Product/Service/ Purpose Data Processor
Component

Email Shop, Cloud Contacting users Digital Ocean, AWS

Home Address |Shop Delivering products Digital Ocean

ID of Devices Cloud, Station Displaying data measured AWS

User pictures Cloud, Station Custom backgrounds AWS

2.4 Insecure Data Transfer and Storage

Requirements regarding data transfer and storage are as follows. State the
compliancy for each requirement using the checkboxes.

Compliant
[] Not applicable
[1  Uncertain
L Not compliant

Sensitive security parameters in persistent storage
shall be stored securely by the device (ETSI 5.4-1).

]

The consumer IoT device shall use best practice
cryptography to communicate securely (ETSI 5.5-
1).

[]
[]
[]

The manufacturer shall follow secure management O OO O
processes for critical security parameters that relate
to the device (ETSI 5.5-8).
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Describe how the Product and the Service, as well as the communication
between the Product and the Service, are protected against the threats
caused by lacks in data encryption and access control. For protecting pass-
words, this typically includes the usage of hash functions.

Products use encryption, such as SSL, when possible. Exceptions:

Gateway configuration hotspot does not use SSL. This is because SSL
certificates cannot be verified while not connected to the Internet.

Device passwords are hashed when possible, but WiFi login credentials and
custom server authentication are stored as plaintext. Attacker with firmware
update access can write a program to print the passwords out.

2.5 Insecure Network Services and Ecosystem Interfaces

Requirements regarding network services and ecosystem interfaces are as
follows. State the compliancy for each requirement using the checkboxes.
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Device functionality that allows security-relevant O O O
changes in configuration via a network interface
shall only be accessible after authentication (ETSI
5.5-5).
All unused network and logical interfaces shall be 0 OO O

disabled (ETSI 5.6-1).

Software should run with least necessary privileges, [] ] O
taking account of both security and functionality
(ETSI 5.6-7).

The consumer IoT device software shall validate O O O
data input via user interfaces or transferred via Ap-

plication Programming Interfaces (APIs) or between

networks in services and devices (ETSI 5.13-1).

Describe how the Product is protected against the threats caused by the vul-
nerabilities in the exposed network services such as web interfaces and re-
mote management. Also consider the used radio interfaces.
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Describe how the exposed network interfaces in the Service, are protected
against threats such as unauthorized access and breaches of confidentiality.
These interfaces are typically related to functionalities such as the cloud-
based data storage and management of the Product.

Ruuvi Cloud uses a serverless architecture where data is accessible only through
API written by Ruuvi. API is validated with unit and integration tests.

Ruuvi Sensors require physical access or unique password before enabling

configuration.

Ruuvi Gateway requires physical access or unique password before enablilng

configuration.

You can use the following table in your response to sections 2.4 and 2.5.
Listing the tools and methods used to test the Product and the Service will
help in their evaluation.

Network port /
Radio technology

Encryption /
access control

Usage

Cloud / HTTPS

Access token, SSL

Transfer of sensor data, settings

Bluetooth LE

Unique password

Enable update, configuration

LAN WiFi / Ethernet

Unique password

Configuration of Ruuvi Gateway

Device WiFi Hotspot

Application-level encryption

Configuration of Ruuvi Gateway

2.6 Insecure Default Settings

Requirement regarding insecure default settings is as follows. State the
compliancy for the requirement using the checkboxes.

Installation and maintenance of consumer IoT

Compliant
[J Not applicable
[1  Uncertain
L Not compliant

(]

should involve minimal decisions by the user and
should follow security best practice on usability
(ETSI 5.12-1).
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Describe how the Product and the Service are protected against the threats

caused by insecure factory or default settings. Also describe how the user is
guided to maintain a secure configuration.

Ruuvi Cloud generates strong unique access tokens.
Ruuvi Gateway and sensors have unique, 64-bit passwords by default.

User does not need to maintain security through configuration, but security
implications are explained in Gateway settings where applicable.
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